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Course Description:

The international standard ISO/IEC 27701 provides a framework for organizations to implement
'best practices' in Privacy Information Management System. The ISO standard is quite high level and
generic and in most cases does not provide practical solutions. This course will fill up this gap by
providing more examples in real life cases.

Course Objectives:
e This course is a practical approach to Privacy Information Management System I1SO 27701
standard

Course Benefits:

e You will learn a world class framework for resolving Information Privacy issues

e Enhancement of client confidence & perception of your organization

Enhancement of business partners’ confidence & perception of your organization
Provides confidence that you have managed risk in your own PIMS implementation
Enhancement of security awareness within an organization

Assists in the development of best practice

Can often be a deciding differentiator between competing organization

Course Outlines:

Dayl

Introduction to ISO/IEC 27701
e Basic privacy elements

e Privacy principles

e Relationship with the GDPR

PIMS-specific guidance related to ISO/IEC 27002

Information security and privacy policies/Organization of information security and privacy
Human resources security/Asset management

Access control /Cryptography

Physical and environmental security

Operations security /Communications security

Systems acquisition, development and maintenance

Supplier relationships/Incident management

Information security and privacy aspects of business continuity management

Compliance

Day?2

PIMS-specific reference control objectives and controls (P11 Controllers)
e Consent

Privacy Impact Assessment

Contracts and records

Obligations to PII principals

PIl sharing, transfer and disclosure

PIMS-specific reference control objectives and controls (Pl Processors)
e Conditions for collection and processing

e Obligations to PII principals

e Privacy by design and privacy by default
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e Pll sharing, transfer and disclosure
e Certification to ISO/IEC 27701

Mapping to other standards and regulation
e ISO/IEC 29100
e General Data Protection Regulation

PDPA (Thai Law that will be enforced on 1 June 2021)

Language:
e Class will be in Thai, Document will be in English

Class Method:
e Lecture with instructor lead workshop and discussions

Who Should Attend:

e This course provides comprehensive first-level training for personal who would like to comply
with 1ISO27701 or anyone involved in provision, support, and delivery of Privacy Information to
comply with the new Thai PDPA Law that will start enforced estimated in year 2021. Potential
attendants may includes:

— IT Auditor / IT Head / IT Manager / EDP Manager / CIO
— Consultants / System Integrators

— Regulators / Business Owners

— IT Security and Control Professionals

Program Trainer:
Quialified Trainer from Boston Network
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