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Course:
Introduction to Information Security Management

(1SO 27001)

Duration: 2 Days (9:00 — 16:00)

Course Description:

The international standard 1ISO/IEC27001 provides a framework for organizations to implement 'best
practices' in Information Security Management. The ISO standard is quite high level and generic and
in most cases does not provide practical solutions. This course will fill up this gap by providing more
examples in real life cases.

Course Objectives:
e This course is a practical approach to the implementation of Security to 1ISO 27001 standard

Who Should Attend:

e This course provides comprehensive first-level training for personal who would like to comply
with 1SO27001 or anyone involved in provision, support, and delivery of organization’s
computer IT Security to comply with the new Thai Computer Security Law that will start
enforced estimated in year 2008. Potential attendants may includes:

— IT Head / IT Manager / EDP Manager / CIO
— Consultants / System Integrators

— Regulators / Business Owners

— IT Security and Control Professionals

Course Benefits:

You will learn a world class framework for resolving security issues

Enhancement of client confidence & perception of your organization

Enhancement of business partners’ confidence & perception of your organization
Provides confidence that you have managed risk in your own security implementation
Enhancement of security awareness within an organization

Assists in the development of best practice

Can often be a deciding differentiator between competing organization

Course Outline:

Dayl

e [SO27001 Structure

Context of the organization

Leadership

Planning

Support

Operation

— Operational planning and control

— Information security risk assessment
— Information security risk treatment
e Annex A

e A5, Information Security Policy

e AG. Organization of Information Security
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e A7.Human Resource Security
e A8. Asset Management
e A9. Access Control
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Performance evaluation

Monitoring, measurement, analysis and evaluation
Internal audit

Management review

Cryptography

Physical and environmental Security

Operations Security

Communications security

System acquisition, development and maintenance

Supplier relationships

Information Security Incident Management

Information security aspects of business continuity management

Compliance

e |mprovement

Language:
e Class will be in Thai, Document will be in English

Class Method:
e Lecture with instructor lead workshop and discussions
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Education  Bachelor of Computer Engineering, Chulalongkorn University

MBA — Finance, Suffolk University, Boston, USA

Certification: Project Management Professional (PMP) from Project Management Institute

Certified Information Systems Security Professional (CISSP) from ISC2
Certified Business Continuity Institute (CBCI) & (MBCI) from Business
Continuity Institute

Certified Internal Auditor (CIA) from Institute Internal Auditor

CISA CISM CRISC from Information Systems Audit and Control Association
Certified ITIL (IT Infrastructure Library) Foundations v2, v3, v4

Certified 1ISO/IEC 20000 Foundation

Certified Information Security Foundation based on ISO/IEC 27002

Other Certifications: AWS Certified Cloud Practitioner (CLF)/ CEH /Security +
/ISFS 27002 MCTS: Project 2007 /MCSE+I / MCDBA / CCNA / NASD (Series 7)
/Novell CNA/ LPI Level 1/ Master CIW Admin / CIW Security Analyst / CIA

Experience The trainer has more than 20 years of experience. He provides strategic IT consulting

and project management to many top corporations in Thailand and in the USA. He
used to work as an IT Manager for Fechtor, Detwiler & Co., Inc. (an Investment Bank
firm based in Boston, USA) for five years before came back to Thailand. His project
experiences include Enterprise Networking, Enterprise Application Development, IT
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Service Management, ISO 20000, 1SO27001, Information Security Policy
Development, Enterprise IT Security Risk Assessment, Disaster Recovery Planning,
and ITIL Implementation. He is also a veteran public speaker and lecturer for public
event about IT best practice, Project Management and IT security to many top
corporations in both government and business sectors in Thailand.

Experiences in Training and Project Consulting:

e Trainer for Project Management, IT Service Management, ITIL v2, ITIL v3, ITIL v4, ISO/IEC
20000 for Boston Network, private and government sectors in Thailand

e Consultant for ITSM 1SO/20000, 1SO/27001, Nation Multimedia Group, project period 18
months

e Consultant for Business Continuity Management, BS-25999, National Housing Authority. He
had been selected to consult for two consecutive years.

e Consultant for ISMS 1SO/27001, PTT ICT Solutions Co., Ltd, project period 12 months.

e Certified CISSP (Certified Information System Security Professional), CISA (Certified
Information Systems Auditor), COMTIA Security+ and Project Management Professional (PMP)
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